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How To Enable And Configure MDaemon PGP

1. Open the MDaemon GUI and click Security | MDPG.
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2. Place a check mark beside the option stating

MOPGP teaches: MDaemon how ta do basic DpenPGP encryption,
decryption, and key management tasks. To get started, configure who
can use MDPGP then create or import keys for them.

[w] Enable encryption/signing :

[#] Enable decryption service

[w] & WD aemon users on this server can use MOPGP

| Configure who can uze MDPGP

|| Filker | [] Hide lozal accounts

“Enable MDPGP”.

Settings
[#] Sign mail automatically if sender's private-key is known
[#] Encrypt mail automatically if recipient's public-key is knovn
[#] Enciypt/Sign mail zent between users of the same domain
[w] Encrypt/Sign mail zent betwesn users of lacal MD aemon domains
[ Enciypt/Sign mail sent from aliases
] Enciypt/Sign mail zent to self

[ Asusto-impart public-keys sent from authenticated users

[ ] Create keys automatically Create keys for a specific user

Kep Dwner Key D Subkep 1D
mike <mike@robobak. cax AFIEEDBE.. OFE29142 .

Prvkey D Key Type Ky Status Created Expires Firgerprint
AF3BEDBE... pubdpre enabled 9/23/2015 never 9727 DBOC

| >

Import keps | Change paszphraze

| | Backup data files | [] Debug logging

3. Click the “Configure who can use MDPGP” button. This action opens the

\MDaemon\Pem\_mdpgp\rules.txt file.
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MDPGP teaches MDasmaon how to do baszic DpenPGR encryption,
decryphion, and kep management tazks. To get started, configure who
can uze MOPGP then create ar impart keys for thern.

[ Enable encryptionsigning -
[w] Enable decryption service

[w] &Il M0 aemon users on this server can use MOPGP

| Configure whao can uze MOPGP

MDPGP - OpenPGP for MDaemon - wwie.altn.com

Use this file to setup rules for what email addresses trigger encryption
and decryption serwvice. GSeparate multiple emall addresses on the same

line with a space. Wild-cards (* and 2) in email addresses are fine.

Text after # on a line is ignored. In the event of a conflict between the
global "All users can use MDPGP"™ option and the content of this file, this
file wins. ©Only SMTP authenticated email from users of this MDaemon serwver
are eligible for encryption serwvice.

Each email address must be prefixed with one of the following tags which hawve
the meaning indicated:

H

#

#

#

#

#

#

#

#

#

#

#

#

# + (plus) means address can use MDPGP encryption service
# - (minus) means address cannot use MOPGR encryption serwvice
# {exclamation) means address can use MDPGP decryption serwvice
# ~ (tilde) means address cannot use MOPGP decryption service
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#

=l

{caret) means address can use MDPGP signing serwvice
{equal) means address can not use MOPGP signing serwvice

Examples:

+*g* # all users of all domalns can encrypt
| ¥g* # all users of all domains can decrypt
o gE # all users of all domalns can sign
+arvel@galtn.com larvelgaltn.com # arvel@altn.com can encrypt and decrypt
+*galtn.com ! *®galtn.com # all users of altn.com can encrypt and decrypt
-frankfgaltn.com # don't encrypt Frank's mail
- ¥gexample.net # don't encrypt mail for anyone at example.net
+frankgexample.net # ... except for Frank
~pgpusergexample.net #
+GROUF :Encryptinglsers #
#

AGROUP :5igners

don't decrypt pgpuser’s mail
all members of WMDaemon's Encryptinglsers group can encrypt
all members of MDaemon's Signers group can sign

Note the specific tags and examples that are detailed in this file. Add lines for your users as
needed. When you are done Save the changes and close Notepad.
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4. Click the “Create keys for a specific user” button.

Settings

[w] Sign mail automatically if sender's private-key iz known

[ Encrypt mail automatically if recipient's public-key is known
[] Encrypt/Sign mail sent between users of the same domain
[] Encrypt/Sign mail sent between users of local MO aemon domains
[] Encrypt/Sign mail sent from aliazes

[ ] Encrypt/Sign mail zent to self

[w] &uto-import public-keys sent from authenticated users

[ ] Create keps automatically Create keys for a zpecific uzer

5. From the drop down box select the local user you would like to create PGP keys for. Leave the
option checked stating “(Optional) Email public-key to key owner after creation?” if you wish to
have the user’'s PGP public key sent to them. The user can then distribute their public key to
other users outside of the company.

Please enter the email address that wou wish to create and bind keys ko,

Moke: this only works if the email address is a local account that MODaemon knows abouk,

! v

[w] {Optional) Email public-key to key owner after creation?

This is the text that will appear in the email message body:

Attached is a public-key exported from CpenPEP For MDaemon v1.05a

This key was automatically created for use by wou, Others must import this kesy
inka Eheir encryprion saftware in order to send vou encrypred mail,

It's a good idea to keep a copy of this email somewhere safe in case vour key is
ever lost and a backup is needed.

6. Click OK when you are done.
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