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How To Use MDaemon’s PGP 
 

With the release of MDaemon v15.5.0 users now have a built-in method to use PGP. Having 
OpenPGP built in to MDaemon simplifies the process of PGP key management, and 
encrypting/decrypting emails. MDPGP is free to use for all MDaemon sites running MDaemon 
v15.5.0 or higher. 
 
How does PGP work? 
 
Each account using PGP has 2 “keys” that belong to them. A private key and a public key. 
These keys are used to encrypt/decrypt emails sent to you. As the name of these keys suggest 
one key is meant to be kept private, and the other key is meant to be made public.  
 
Below are examples of when these keys will be used. 
 
Someone sends you an email: In order for the email to be encrypted by the sender, and 
decrypted by you, the sender encrypts the message using your public key. The email is then 
decrypted using your private key. 
 
You send someone an email: In order for the email to be encrypted you are going to send 
you’ll need to use the recipient’s public key. The recipient will then decrypt the message using 
their own private key. 
 
 
More in depth information can be found here.  
 
MDaemon’s PGP implementation has two modes of operation. 
 

1. Automatic Mode: MDaemon will automatically encrypt emails if the recipient’s public 
key is known. Meaning the recipient’s public key is found in MDaemon’s list of known 
public keys. No user intervention is required to encrypt emails. 
 
This is the default option for MDaemon PGP. MDaemon’s PGP settings can be found by 
clicking Security | MDPGP. 
 

https://en.wikipedia.org/wiki/Pretty_Good_Privacy
http://openpgp.org/
https://en.wikipedia.org/wiki/Pretty_Good_Privacy
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2. Manual Mode: To enter in to Manual Mode simply remove the check mark from either 
option shown in the above screenshot boxed in red. MDaemon provides a warning when 
each option is deselected as shown below. 
 

 
 
With Manual Mode users will need to choose which messages are encrypted. If the user 
chooses not to encrypt then the email they send is delivered in standard format (no 
encryption). To encrypt a message the user must prepend, or append, the appropriate 
command that tells MDaemon to encrypt the email. 
 
When you create keys for a user there is an optional setting to email the user their public 
key. This is so the user can distribute their public key to other users that they wish to 
receive encrypted emails from. When MDaemon sends the user’s public key via email 
there are also instructions in the email as to what commands to use. An example of this 
is shown below. 



  

 

 

C&C Software Solutions Email: sales@ccsoftware.ca Website: www.ccsoftware.ca Phone: 519-633-9551 

 

“Solutions you can trust!” 

 
 

 
I have received an email that has a user’s public key attached. What do I do now? 
 
Before you can send an encrypted email to this user the public key must first be imported on to 
your key ring. MDaemon makes this a very easy process Simply send a message to yourself 
with the public key attached. MDaemon will automatically detect the presence of the PGP public 
key and then imports it to the user’s key ring. The user can now send encrypted messages to 
the user from whom they received the public key from. 
 
***NOTE: MDaemon will only import the public key in an automatic fashion if the SMTP session 
used to send the email, with the public key attached, used SMTP Authentication. 
 
MDaemon will report back to the user in the form of an email letting them know whether the 
import was successful, or if it failed. An example of a successful import is shown below. 
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Once the public keys have been exchanged between two users, and imported, encrypted emails 
can then be sent between the two users. 


