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& SecurityPlus

for MDaemon®
INSTALLATION AND CONFIGURATION GUIDE

Overview

This document is designed to provide a quick installation guide for SecurityPlus for MDaemon.
SecurityPlus requires MDaemon 9.5 or above. Users of MDaemon versions prior to 9.5 should
continue to use the earlier AntiVirus for MDaemon plug-in which will continue to be supported and
available for purchase. Licence keys for SecurityPlus for MDaemon and AntiVirus for MDaemon are
completely interchangeable.

SecurityPlus for MDaemon offers two powerful features that together provide an incredibly powerful
solution to the huge problem of spam, virus and phishing attacks that are mainly transmitted by email.

The first feature is ‘Outbreak Protection’ which uses Recurrent Pattern Detection (RPD™) from
Commtouch Software Ltd to detect messages which are probable spam, viruses or phishing attacks in
“Zero Hour”, ie. within the first hour of detection anywhere on the Internet. The second feature is a
powerful anti-virus scanner developed by renowned virus research company - Kaspersky Labs —
which is used to scan messages for known virus infections before taking action such as completely
refusing the message, accepting and quarantining it, deleting it or cleaning it and then sending out the
appropriate notifications.

Installation and configuration takes less than 5 minutes and once installed, it automatically keeps itself
up to date. Virus signature updates from Kaspersky are extremely regular (often 5 or 6 a day),
notification messages and actions can be customised and a free ‘Urgent Update’ service can be
subscribed to which will trigger updates when an exceptionally fast spreading virus is detected by
Kaspersky.

Yearly subscription prices are excellent value and this add-on to MDaemon is a must have for all
MDaemon installations.

It is important to note that the Outbreak Protection feature only operates on MDaemon Pro.
MDaemon Standard users will only benefit from the scanning provided by Kaspersky Labs anti-virus
scanning engine.

An important note about third-party anti-virus scanners

The use of other third-party anti-virus applications on your MDaemon server can cause problems
such as server crashes, lost emails, duplicated emails, locked mail queues and unreliable detection of
infected messages. If you are running another anti-virus application on your MDaemon server, you
must ensure that you exclude all of MDaemon'’s folders from real-time scanning and that the email
traffic to and from MDaemon’s services is not being intercepted for scanning. SecurityPlus for
MDaemon is designed specifically to operate with MDaemon at the right point in the message delivery
process and so provides the only reliable scanning solution for use with your MDaemon server.
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Where to download SecurityPlus for MDaemon

Download the latest installation file from our site here:
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http://www.ccsoftware.ca/mdaemon/download.cfm

Installing SecurityPlus for MDaemon

Once downloaded, run the installation file on the MDaemon server.

Step through the installation — there aren’t any options to worry about here. If you have previously
installed AntiVirus for MDaemon, the SecurityPlus installer will prompt for confirmation to uninstall the
older plug-in which you should confirm.

Once the installation is complete, MDaemon will be restarted automatically to enable the new plug-in.

Accessing MDaemon’s AntiVirus settings

Although the default settings are recommended it is worth
taking a look over the defaults that are used. The AntiVirus
settings can be accessed through MDaemon, by selecting
‘AntiVirus’ from the ‘Security’ drop down menu as shown

here:-

Alt-N MDaemon PRO for Windows - [Message Ro
@ File Edit Setup | Security Accoumts Lists  Gateways

a8~ oIl
% Content filter...
e ey

{_t Qutbreak protection. ..
= Statistics

= ﬁ MDaemon A M DNS black lists...
Statistics Spam trape...

+] SMTP rovd: @\ Spam filter...

+- g SMTP sent:

+- g DomainPOP| k

- MUIEPOP rc! =

SLfTLS [ Certificates...

The default settings relating to the AntiVirus plug-in are shown below:-
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Content Filter

Attachments 1
AntiVirus

Contert Filter ]
Compression
Scanner configuration
I Enable AnfiVins scannes
[T Exclude gateways from virus scanning

" Delets the irfected attachment
* Quarantine the infected attachment to...

v

Matifications ]

Recipients I
I

Corffigure Exclusions

¥ Befuse to accept messages that are infected with viuses
Scanner actions

[\QUARANT
" Clean the infected attachmert

Mate: attachments that cannat be cleaned will just be deleted

" Delete the entire message
(" Cuaranting the entire message to

Browse

['QUARANT:
" Do nothing {use cortert fiter to handle)
W Quarantine messages that cannot be gcanned

W Add waming to top of message body if infected

Browse

Waming message

0K Cancel
L
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Configuring an AntiVirus update schedule

By default, the AntiVirus plug-in will update its virus

signatures automatically every 24 hours at a set random | ‘.on mress i

time between 00:00am and 00:59am — the random time will | [ ol mmemeese omen Giiiiat,
change each time MDaemon is restarted. One update [ =« Fraty [s:zaeais
check per day should be ideal for most installations Soortouens XU
although many people also choose to turn on the option for S B | T,

simple scheduling so that further checks are done every 4 i abicbers e iguatyen | !

hours. e L: =

To control the update scheduling select ‘Event Scheduling’ = el
from MDaemon’s ‘Setup’ menu and select the ‘AntiVirus

Updates’ tab. e R R

It is highly recommended that you subscribe to the free ‘Urgent updates’ feature by following the link
provided on this screen.

Accessing MDaemon’s Outbreak Protection settings

Although the default settings are recommended it is worth Alt-N MDaemon PRO for Windows - [Message Router
taking a look over the defaults that are used. The Outbreak [z cc st sewn | Secuiy Arconts Lsts Gatewave ot
Protection settings can be accessed through MDaemon, by = N
selecting ‘Outbreak protection’ from the ‘Security’ drop =1 D Content fiter...

= R

down menu as shown here:- L c,
- Statistics B DNS black lists...

+ ﬁ MDaemon A

Statistics Spam traps...
+ SMTP revd: | 8k Spam filter...
+ SMTP sent:
- E§) DomainPOP
: E;::‘]Z:s':‘si:r Relay [ Trusts [ Tarpit / Greylist /Reverse

=N I Y

1 Addrece cimmraccinn /Hact T0 2md Nuna

S5LfTLS / Certificates...

The default settings relating to Outbreak Protection are shown below:-

Outbreak Protection El

Outbreak Protection

Outbreak Protection is a realtime detection system that can detect and block spam,
oty witug, and phishing attacks within the first few minutes of an outbreak.

[¥ Enable Outbreak Protestion

‘When spam/phishing i detected... ‘When a virus is detected..
(. block in real time & _black in real time
™ __.accept for later filering " _quarantine message

Quarantined messages are placed in the SecuriyPlus quaranting folder.

Messages suspected as spam add this to the spam fiter score 15
Meszages determined to be spam add this to the spam filter scare 25

[v \when blacking spam. block even if source is not & confimed spammer
¥ Log pracessing activity to MDasmon's plugin log file
[¥ Authenticated SMTP sessions are exempt from OF processing
[v SMTP sessions from trusted |Ps are exempt from OP processing
[# Use Spam Filker "'Exclusion' & Ma'hite List [from]'" to exempt from OP processing
OF white listing uzes envelope values - not message header values.
False posiives and false negatives
“wie are continually refining the detection and classification process,

Spam false positives may be emailed to spamfp@altn.com -- spam false negatives to
spamfni@altn.com. Vi false positves may be emailed to viusfp@altn.com - vius
false neqatives to vinusin@altn. com

Please send the original emails as MIME attachments. Do not forward the emails o

important header information will be lost
B
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