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1.Using HTTPS

BackupAssist MultiSite Manager is used to remotely administer BackupAssist computers. The computers
are grouped into sites and one computer in each site is made a Site Controller. The Site Controller
connects to the MultiSite Manager and communicates on behalf of its site.

The communication takes place at two levels:
e Within a site (LAN)
e Between a Site Controller and the MultiSite Manager (WAN)

Both or either of these levels of communication can be secured with HTTPS.

To go directly to the section that explains How to Create a Self-Signed Certificate, click here.

What is HTTPS

A secure website uses HTTPS at the start of its URL to indicate that it uses TSL or SSL. TSL/SSL are
protocols that uses digital certificates to create a secure connection.

A certificate is like an ID card that proves the identity of the host or server. A client that connects to the
server (e.g. web server) has a list of the certificates and certificate issuers that it trusts.

When a server sends a client a certificate to initiate a secure connection, the client can verify the
certificate by using its trusted list to determine if it trusts the certificate and that the certificate is
legitimate.

The advantages of certificates

e The certificate confirms that the server can be trusted and that it is who it says it is.
e A trusted connection uses encryption so that information is not sent as clear text over the internet.

Where to implement HTTPS

The first decision is where to enable HTTPS to secure your MultiSite Manager communications - within a
site (LAN), between the Site controller and Multisite Manager (WAN), or at both levels.

e For a LAN - the communication within the site occurs between the BackupAssist computers and the
Site Controller. This communication is inside your own network, so you do not have to use HTTPS. If
you do, you can create your own digital certificate.

e For a WAN - the communication between sites occurs between a Site Controller and a MultiSite
Manager. This communication takes place over the internet, so you SHOULD use HTTPS. You can
create your own digital certificate or purchase a globally trusted certificate.

MultiSite Manager HTTPS (TSL/SSL) options

Level Between Over HTTPS

Within a LAN Computers & Site Controller Local network Can be used

Across a WAN Site Controller & MultiSite Manager | Internet Should be used
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2.How to enable HTTPS in MultiSite Manager

Enabling HTTPS involves two steps. Selecting it for LAN / WAN and then telling the computers at that
level to use HTTPS when they communicate.

To enable HTTPS across the WAN

1) Enable HTTPS in MultiSite Manager.

| Setup MultiSite Manager |

When you run Multisite Manager for the first time, i 3 -
you W||| be presented With a Setup WlndOW HTTPS is strongly recommended to create secure connections.
containing the option Use HTTPS. Use HTTPS:

Using Secure SSL Connections

Select Certificate

Tick this box and Multisite Manager will only accept
~ Create MutiSite Administrator

HTTPS communication. e [
You can also access Use HTTPS from the Welcome Fswts:
menu by selecting Edit Setup > Use HTTPS o

2) Set each Site Controller to Use HTTPS.

Add to MultiSite Manager Backup
When you register a Site Controller, the final step is AR RO
the Add to MultiSite Manager window, which ":'“f“"'“"”:
includes the option Use HTTPS. i e
Select Use HTTPS and the Site Controller will only r::::m:
communicate with the MultiSite Manager using Site Name:
HTTPS. —

To enable HTTPS within a LAN

1) Enable HTTPS on the Site Controller. Rernols Salip
Set up computer to be managed by MultiSite Manager
When you assign a BackupAssist computer the Site i R Wi
Controller role using the Remote Setup window, a B
(i) This will also allow Remote Desktop connections to this computer
new option will appear called Use HTTPS. I P s S b
@ Site Controller
Tick this box and the Site Controller will require HITP port: as1
HTTPS communication within the site. &
[ select Certificate|
. . sing Saqwe 53 Comneginns
Remote Setup is accessed from the BackupAssist
Remote tab [ Multisite Manager Registrations|
2) Set each computer to Use HTTPS. TS

Backup

Add this computer to a Site Controller

When you register a computer to a Site Controller,
the final step is the Add to Site window, which Sl

Hostname or IP:
includes the option Use HTTPS.

Port: 8454 2
Select Use HTTPS and the BackupAssist computer T:_“Hms:
will only communicate with the Site Controller using Comment:

HTTPS.
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3.Selecting a HTTPS certificate

When you enable HTTPS at the MultiSite Manager (WAN) level or the Site Controller (LAN) level, the
Select Certificate button will become active. This is used to select the digital certificate that SSL/TSL will
use to secure your HTTPS communications.

There are two types of certificates:

e A certificate that you purchase from a trusted issue. This will be trusted globally.

e Aself-signed certificate that you make yourself. This will be trusted within your organization.

The type you use will depend on your company’s security requirements and who will need access.

e WAN enabled HTTPS connections use the MultiSite Manager's certificate. The Site Controller and
the client accessing the MultiSite Manager’'s Web application must both trust the certificate.

e LAN enabled HTTPS connections use the Site Controller's certificate. The BackupAssist computers
must trust the certificate.

Trusted issuer certificates

Trusted issuers are companies that sell globally trusted certificates. Annual payments are required for
the company’s ongoing work to ensure the certificate is secure and that all certificates it issues are
trusted. These certificates will come with instructions on their implementation and use.

If you think of a certificate as an ID card, these certificates are like passports issued by governments
because they are trusted globally. When anyone in the world sees the passport, they will accept it as
evidence that you are who you say you are, because the passport was issued by a trusted entity.

The Windows client maintains a list of certificate issuers that they trust. The client will trust any
certificate supplied by a certificate issuer in this list.

Purchasing a certificate from trusted issuer is ideal for a web application that wants to provide secure
connections to computers all over the internet. It is recommended that the MultiSite Manager WAN
level communications (over the internet) use a certificate issued by a trusted issuer.

Self-signed certificates

These are certificates that you create yourself for free, using the Microsoft Management Console (MMC)
or the Microsoft Internet Information Services (IIS). An example of how to create a self-signed certificate
using the IIS is provided in the next section.

A new self-signed certificate will not exist in any computer’s trusted certificates list. This means that
once the self-signed certificate has been created, you will need to tell each computer that they can trust
the certificate when they make their first connection. Web browsers will also need to trust and install a
certificate when they make a connection.

Self-signed certificates are ideal for a company that wants to create a secure connection within its own
organization because it knows it can trust its own self-signed certificate, and it can configure its
company computers to trust the certificate.

If you want to have secure connections with in a site’'s LAN (between the Site Controller and
BackupAssist computers), self-signed certificates would be an appropriate cost free solution.
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4.How to create a self-signed certificate

This section explains how to create your own self-signed digital certificate.

e To secure communication between MultiSite Manager and each Site Controller (WAN level), the
certificate must be created on (or imported to) the computer that MultiSite Manager is installed on.

e To secure communication between a Site Controller and each computer in the site (LAN level), the
certificate must be created on (or imported to) the computer that the Site Controller is installed on.

The self-signed certificate creation process shown below uses IIS (Microsoft Information Services).

e To install IIS on a Windows workstation, select the Control Panel, Programs and Features and under
Turn on Windows Features, select Internet Information Service.

e To install IIS on a Windows Server, go to Server Manager, select Manage, select Add Roles and
Features. Follow the steps and select Web Server (IIS) from the Server Roles list.

Creating a self-signed certificate

1. Select Start and run inetmgr.

This will open the Internet Information Services Manager and display the options available.

File View Help
— @ Ws-RICK Home
83 WS-RI(CORTEXIT\ Filter: « @ice - (ShowAll |Groupby: NoGrouping = [E3~
3 3 P — —_— s 2 ¥
izn ¥ = 3
s © @ © 9 ® & @ I :
NET NET WNET Error MNET MNET Trust  Application  Authentic... Cal Compression [ ]
sthori (= il Pages izati Levels Settings
= 1 = [ 2 E 2
= 5 o 59 F - i\‘% 2 €
Configurat.. Connection  Default  Directory  ErrorPages  FastCGI  Feature  Handler HTTP
Editor Strings. Document  Browsing Settings  Delegstion  Mappings  Respon.. e
£ & 0 & M H B O
; ] ’ J L s B o5 miine Hel
ISAPLand  ISAPIFiters  Logging MachineKey MIMETypes Modules  Output  Pagesand  Providers
CGI Restri... Caching Controls
3= = & X
o= & a@ E= Hesi] &y
Request Server Pession State  Shared  SMTPE-maill  Worker
Filtering ||| Certificates Configurat... Processes
o — v [
= | Features View | (.5 Content View
Ready o

2. Double-click Server Certificates.

3. From the right panel select Create Self-Signed Certificate.

File View Help .
po 1T P | Create Seif-Signed Certificate.
— i‘ i Specify Friendly Name
+ 93 Ws-RI (CORTEXIT, — gﬂ‘ pecify Y
2 Application Pacls
| Sites Name
Specify a file name for the certificate request. This information can be sent to a cedtificate authority for
signing:
Specify a friendly name for the certificate:
Head Office Certificate
I
EE@!T
Reatly = 9.

4. Enter a name for the certificate and select OK

5. If you are using a server operating system, select Personal for the certificate store.
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Selecting the certificate

On the MultiSite Manager, after enabling Use HTTPS, you will be able to select your self-signed
certificate through the Select Certificate button.

Backup MultiSite Manager & Welcome admin+

All Sites

Manage your sites

- ) Pending Registrations | | g3 Refresh
- " » Managed Computers With Unreachable Unlicensed
Sits Site Controller Connection Status | Last Contacted ™ i piabrsi s bberies!

Branch Office 1 Select Certificate

&t All Sites Select Certificate
Head Office

Display Name Issuer Thumbgprint Valid From Walid To
Setup MultiSite Manager Head Office Certificate CN=WS-Ri.CortexIT.local ACIDOFOD41D7390A02117D...  9/8/2014 1:23 pm $/8/2015 10:00 am
Port: 8465 A WS-RI Cortex! T.local CNmCortexIT-HA-CA 9630ES99840228D11827BFF . 5/1/2014 4134 pm 2/26/2015 2:59 pm
. v

HTTPS is strongly recommended to create secure conng

Use HTTPS: ¥
Using Secure SSL Connections

Select Certificate

s@mmcm Head Office Certificate, |alid To: 9,

~|Create MutiSite Administrator
Username: admin

Password:

Confirm
Password:

Save Close

On the Site Controller, after enabling Use HTTPS, you will be able to select your self-signed certificate
through the Select Certificate button.

T Home

e 4 Remote administration & monitoring

Remote Management
Ba.ckup Configure this BackupAssist installationto beremotely administered by MultiSite Manager

Remote Setup
@ BaCkup
Set up computer to be managed by MultiSite Manager
[#] Enable Remote Management Windows Security g
Restore

Allow computerto be controlled by a MultiSite Manager % N
s Certificate selection

Select a certificate from the following list:

Computer Role ) Regular BackupAssist Computer
@ Site Controller 1| WS-RICK.CortexT local
Issuer: CortexIT-HANDEL-CA

@ This will also allowRemote Desktop connections to this computer

HTTP part: 8464 Valid From: 5/1/2014 to 2/26/2015
Recover
@] Use HTTPS Head Office Certificate
Select Certificate |Head Office Certificate I Issuer: WS-Rick.CortedT.local
Valid From: 9/8/2014 to 9/8/2015

Using Secure SSL Connections

} -E/I Computer label: WS-RICK

MultiSite Manager Registrations
Remote

bod

Settings
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5.How to trust a certificate

Once a certificate has been created (and HTTPS enabled) on the MultiSite Manager, the certificate must
be trusted by each Site Controller that connects and communicates with it. Any computer opening the
MultiSite Manager web application in a browser must also trust the certificate. And if the Site Controller
has created a certificate (and enabled HTTPS) each computer in that site must trust that certificate.

e Each Site Controller must trust the MultiSite Manager's certificate.
e Each BackupAssist computer must trust the Site Controller’s certificate.
e The computer opening MultiSite Manager using a browser must also trust the certificate.

Trusting a Site Controller certificate (LAN)

When you use BackupAssist to add a Regular BackupAssist Computer, to a Site Controller, and select
Use HTTPS in the Add to Site window, a warning will appear when you select OK. The warning explains
that you have selected Use HTTPs, but your computer does not yet trust the Site Controller's certificate.

1. Select Show server certificate, to check it is the correct certificate.
2. Select Ignore and the BackupAssist computer will trust the Site Controller’s certificate.

Connection Error

Security Certificate Error
The following errors were detected:

« The site's security certificate is not trusted.

+ The name VIS on the server's certificate does not match the Hostname of IP address IE——
used to contact the MultiSite Manager.
This may be caused by a misconfiguration on the server, by the use of an alternative name or an IP address that do not
match the name or the IP address on the certificate or by something more serious.
You should not proceed if you have never seen this waming for the server you are trying to connect to.

Your options are:
Ignore - always ignore this warning on this machine for server IS 3nd proceed with the operation;
Cancel - cancel this operation;

@ Learn more about this error.

Trusting a MultiSite Manager certificate (WAN)

When you use BackupAssist to register a Site Controller to a MultiSite Manager, and select Use HTTPS in
the Add to MultiSite Manager window, a warning will appear when you select OK. The warning explains
that you have selected Use HTTPs, but the Site Controller does not trust the MultiSite Manager’s
certificate.

3. Select Show server certificate, to check it is the correct certificate.

4. Select Ignore and the Site Controller will trust the MultiSite Manager's certificate.

Web browsers trusting a certificate

If you attempt to open MultiSite Manager using a web browser that does not trust the MultiSite
Manager's certificate, then the connection will fail and the browser will display a warning / error
message. After ensuring that the details of the certificate is correct, you can accept the warning and
allow the browser continue and add the certificate to clients/browser’s trusted list. The process will vary
from web browser to web browser. Where the certificates are stored depends on the browser.



