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1. Introduction

This guide is intended to help users of BackupAssist v5.4 (release date December 30", 2009) and later, set up
Hyper-V backups as well as use the BackupAssist VM Granular Restore Console Add-on to perform restores of
Hyper-V Guest machines.

2. About the BackupAssist Hyper-V solution

Advantages

Hyper-V backup is full of confusion, despair and head scratching. It causes frustration for even the most
experienced IT professionals because there are so many recovery scenarios and no straightforward method of
setup that covers them all. The BackupAssist Hyper-V solution is designed to be a simple answer to this
complicated problem, eliminating time consuming manual procedures and scripting, as well as overcoming the
reliability issues inherent in Hyper-V backups.

BackupAssist's ‘granular technology’ simplifies Hyper-V backup by allowing you to do just one image backup of
the Host and use it to retrieve files and documents from any Guest machine on that Host. The advantages of this
are:

¥  Restore multiple Guest files from a single Host backup.

¥ No need for separate backups of the Host and Guest.

+  Backup unlimited Guest machines in moments — no extra licensing costs!

¥ Super simple 2 step restore process with easy to follow wizards.

¥ Cost-effective!

Features

Granular technology

Granular technology allows you dig into a VHD file and retrieve files from within. Without granular technology, you
can only restore folders and files from regular backups created of each Guest VM within the Host and it is this
that makes backup setup and recovery procedures so complicated.

The BackupAssist VM Granular Restore Console

The BackupAssist VM Granular Restore Console simplifies the whole process of digging down into a VHD file to
retrieve individual files and folders. It offers you simple wizards for every restore scenario, reducing them to
simple steps that take just minutes to complete.

Limitations and requirements

Host prerequisites

e Windows Server 2008 comes with Hyper-V Beta. Install KB950050 to get it up to RTM.
e Add Windows Server Backup feature.
e Use FAST disks to avoid VSS timeout problems.

e Keep partition sizes less than 2TB.
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Guest guidelines

Used fixed VHD disks — ie. Allocate all disk space up front for better performance.
In the Guests, use Basic disks, not dynamic disks — otherwise online VSS backups won'’t work.

Avoid using Hyper-V snapshots as these slow performance and make emergency migrations more
difficult.

Turn on the Backup Integration service for each Hyper-V Guest as explained here:
http://www.backupassist.com/blog/support/hyper-v-backup-using-windows-server-backup/

3. Setup instructions

The following section includes instructions for setting up Hyper-V backup jobs using BackupAssist's Windows
Imaging Engine.

1.

Launch BackupAssist and click File > New backup job, and then select Windows Imaging under
‘System backup'.

Select your backup destination type and click Next.
Select an appropriate schedule and click Next.

During the Files and folders step, where you choose which drive volumes to backup, check Activate
Hyper-V VSS Writer at the bottom of the screen. Enabling this option will let you correctly back up
Hyper-V servers and Guest VMs using VSS.

Note: the Activate Hyper-V VSS Writer option will only appear if you are running BackupAssist on
the Hyper-V Host machine.

Once you have enabled the Hyper-V VSS Writer option you will be presented with a list of Hyper-V
machines that are available for backup with VSS. If a server is listed in red this server has files located
on a drive volume that has not been selected for backup.

e To find out more about a particular Hyper-V server, select it from the list and click the Details
button. A new dialog will list the files that need to be backed up in order for this Hyper-V server
to be restored successfully. So if you want to be able to restore this Hyper-V server you need
to make sure that all drive volumes where these files reside are selected for backup. Click OK
once you have finished viewing the Hyper-V files details for the selected server.

File path | ‘tolume included
E:\SES2008 Virual Machines!, Mo
E:\3B32008) Virtual Machines\30DC4520-4895-42CC-2A02-0348071F4073 Mo
E:\SES2008) Mo
E:\SES2008, Mo
E:}3B520084 3napshots', Mo
E:\SES2008)5napshatst 364 38E20-2A29-45CE-8EC3-B1 FERAZDFE0E Mo
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Select each volume from the list at the top of the window that corresponds with each Hyper-V server
and Guest machine that you want to backup. If all volumes with registered Hyper-V server files are
selected, the Hyper-V machine list will appear in green, indicating that all detected Hyper-V servers

have been selected for backup:

\t.i What do you want to backup?
: Select the volumes you wish to backup

9

Total:  208.84 GB

Wolume Size Used

Free |
4

Local 145.95 GB E

WMs (E:) 232,88 GB 103,25 GB 129,63 GB
O Jason-PC Backups (F:) 931,51 GB 495,41 GE 436,11 GB
O v\\wolume{1c25461b-8927.,. 100,00 MB 29,64 MB 70,35 MB

IMount point: [}
Wolume path:
Total capacity: 145,95 GE
File system: MTFS

Type: Fixed

[¥ Activabe Hyper-y Y55 Wriksr

Vi Yolumed 1c2546 10-8927-11de-643b-BEeEf6aa 963},

activating the writer will allow vou to correctly back up Hyper-¥ servers, but will take extra time,

The fallowing Hyper-¥ machines are powered on and reqgistered for backup with w55

Backup Using Saved State\SES2005
Backup Using Saved Statel 2005 B2
Initial Stare

E: ;I
CES
i j

[ < Back

” Mext > H Cancel ]

Click Next once you have selected drive volumes to backup, name your backup job and click Finish.

If you need to access the Hyper-V settings and drive volume selection settings in future click Volume

selection from the left menu while editing a job.

o Owarviow

Yolume ‘ Size | Used ‘ Free
2 Destnation Local Disk (€1 148,95 GB 105.53 GB 43,36 GB
Vs (Ex) 232,50 GB 103.25 GB 129.63 GB
A scheduing [ 7ason-PC Backups (F:) 931,51 GB 435,41 GB 436,11 GB
[ t7\volume{1c254616-8327... 100,00 MB 29,64 MB 70,35 MB
(%) Calendar

du Motifications Maunt paink: - C:)
Yolume path:
4 Seripks
Total capacity: 148,95 GB
8 Tmaging options File system: WTFS

[V Activate Hyper-¥ VS5 Writer
activating the writer will allow vou ko correctly back up Hyper-V servers, but will take extra time.,

ViFolume 102546 1 - 892711 de-84 3b-B08e6f6et 06 3},

The Following Hyper-¥ machines are powered on and registered For backup with ¥55

Backup Using Saved Statel2008 B2 with EX07
Backup Using Child Partition Snapshot|2003 R2
Backup Using Saved StatelWindows 7

E:QE:\ ﬂ

E:l LI
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4. Restore instructions

The following section provides instructions for using the BackupAssist Hyper-V Granular Restore Console to
restore files from a Hyper-V Guest machine via a Hyper-V Host backup.

Restoring files from a Hyper-V Guest machine

1. Click L Restore in the top navigation bar and then click E’Hyper-V Granular Restore.

Note: the BackupAssist VM Granular Restore Console will only run on either a 64-bit Window
Server 2008 machine, or on a standalone Hyper-V server. The machine must also have the Hyper-V
role, which can be added to most Server 2008 systems, and is the default for Hyper-V Server.

2. The BackupAssist VM Granular Restore Console will launch and you will be prompted with the Select a
backup screen. BackupAssist will attempt to automatically detect and list Hyper-V backups located on

local drives. Each Hyper-V backup will also display a list of Guest VMs that are available for restore
under the Available guests column.

& BackupAssist - Hyper-Y Granular Restore i =] 4]
‘o ;‘:\ Select a backup Step 1 of 2 @

Locate your backup

% Select a local drive |G: 'l

" Spedfy a network path I Browse... Search

Select 3 backup from G:

Machine name Time | Available guests

HP-HYPERV-HOST 9/09/2009 01:59 AM  SBS 3 on HP-HYPERV-HOST, Server 2008 Standard on
HP-HYPERV-HOST 9092005 01:04 AM  SBS 2003 of HYPERV-HOST, Server 2008 Standard on
HP-HYPERV-HOST 9/03/2009 12:26 AM  SBS 2008 on HP-HYPERV-HOST, Server 2008 Standard on
HP-HYPERV-HOST 9052005 12:01 AM  5BS 2008 on HP-HYPERV-HOST, Server 2008 Standard on
HP-HYPERV-HOST 3/09/2009 12:00 PM  SBS 2008 on HP-HYPERY-HOST, Server 2008 Standard on
HP-HYPERV-HOST /092005 08:29 AM  5BS 2008 on HP-HYPERV-HOST, Server 2008 Standard on
HP-HYPERV-HOST 8/09/2009 08:23 AM  SBS 2008 on HP-HYPERV-HOST, Server 2008 Standard on

e If no backups are listed either connect your backup device to the machine (e.g. external USB
HDD) and click Refresh, or browse to a network path where Hyper-V Image backups are
located by selecting the Specify a network path radio button and clicking Browse.

3. Once you have located your Hyper-V backups, select an appropriate backup set to restore from and
click Next. You will then be presented with a Mount volumes screen similar to the following:

il
‘\:‘:\ Mount volumes Step 2 of 2 E!)
Mount drives from Hyper-V guest: [3B5 2008 on HP-HYPERV-HOST |
¥ C_system.vhd Mount as: Im_Ll
[T E_Data.whd Mount as: I_LI
[T F_Swap.vhd Mount as: m

4. Use the Mount drives from Hyper-V guest drop-down menu to select a Guest machine on this Host to
restore files from. A list of drives that are associated with the Guest machine, and can be restored from
will appear below.

5. Once you have selected a Guest machine to restore from, check the drive letters you would like to
restore files from and use the Mount as drop-down menu to the right to select a drive letter to mount the
backup as. Mounting the .vhd backup as a drive letter will effectively create a new drive on your Host
machine that you can then browse using Windows Explorer and copy files from.

6. Click Finish once you have made your selections. BackupAssist will mount the Guest .vhd files selected
as separate drive letters on your Host machine.
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Once the mount is complete click the Open button next to the mounted .vhd to use Windows Explorer to
view the restored Guest machine’s HDD:

| Mounted volumes

U C_System.vhd

9/09/2000- 1:59 AM [

Open H.-'JmmuI

Copy the files and folders you want to restore from the mounted .vhd file to a network share location that
the Guest machine can access. In the below example the Exchange Server data located in the Guest
machine backup will be copied back to the Guest in order to restore the Exchange Server.

(B retstorsoecroun Y |- .
G‘\ J [ /. = Mcrosoft « Exchange Server « Malbox = Frst Storage Group = > @l (o)
Fle Edt View Tools Hep
Orgorize  |iiViews ~ _ Open f4Bum L
N Name - | -] Oste mocified | -| Type I-lsoe || Togs
. CatalogData-747¥36... 6/09/2009 8:52AM Fie Folder
' Documents %, EDO.chk 6/09/2009 9:10 AM  Recovered Fie F.. L1
; Pictures E00.log 6/09/2009 9:10 AM  Text Document 1,0248
B s EOOres00001.5rs 13/0S/2009 5:51... RS Fie 1,024 KB
R E00res00002.y5 13/05/2009 5:51... RS Fie 1,024K8
| E0000001CC2.J0g 6/09/2009 9:10 AM  Text Document 1,024%8
Foldars = E0000001CC3.Jog €/09/2009 9:10 AM _Text Document 1,004K8
Perflogs ﬂ
Program Files
Common Files [{Y
Internet Explorer
Micaosoft
Exchange Server
ar
J. CientAccess
ExchangeOAS
). Loggng
J Maibox
| address
. First Storage Group
MOBTEMP
4 schema
J. Second Storage Group
i =l |

Once you have finished copying data to a network share you can then copy it from this location back to

the original Guest machine’s HDD.

Once all your data restoration is complete click Unmount in the Hyper-V Granular Restore Console, and

then click Done.

For more information, and a live demonstration, see our BackupAssist VM Granular Restore
Console Video Demonstration here: http://www.youtube.com/watch?v=pXCVSqS67xE
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